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YTBEpKIEHO

npukazoMm ['bOY PK «llkona-untepHaTt Ne21»
oT 26 masg 2026 rox Nel17

Mogaeasn
yrpo3 U HApYLIUTeIs 0e30MaCHOCTH NEePCOHATBbHBIX IaHHBIX, 00padaTbiBaeMbIX B
HH(OPMAIMOHHBIX CHCTEMAaX MEePCOHAJBHBIX JAHHBIX B
rocy/1apcTBeHHOM O10/’KeTHOM 001eo0pa3oBaTebHOM yupe:xxieHun Pecnyonku Kapeaus
«CrnenmnanbHas (KOppeKIHOHHAs) 001eo0pa3oBarebHas IIKOJA-UHTepHAT Ne 21
('BOY PK «lllkoaa-unrepHar Ne 21»)

1. lepeuyenb 0003HAYEHUIT U COKPAIEHU T
APM - aBromaTu3zupoBaHHOE pabouee MeCTo
NP - undopmarmonHslit pecypc;
NCIIIn - nadopMalinOHHAs CUCTEMA MEPCOHANIbHBIX JTaHHBIX;
K3 - koHTpOoNMpyemas 30Ha;
[1/IH - mepcoHanbHBIE JAHHBIE;
10 - nporpamMmMHOe obecrieueHue;
IITC - nporpaMMHO-TEXHUYECKHUE CPEJICTBA;
I[I5SMMUH - no6ouHbIe AIEKTPOMArHUTHBIE U3ITYUCHUS U HABOJIKH;
C3U - cpeacTra 3amuThl HHGOPMAITUH;
CK3MU - cpenctBa kpunTorpaguyeckoil 3auuThl HHGOpMaIuu;
OCb - OdenepanbHas cayk06a 6€30MacHOCTH;
®CO - denepanbHas Ciryx)0a OXpaHBbI;
OCTOK - DenepanpHas cioyx0a 1O TEXHHYECKOMY U IKCIIEPTHOMY
KOHTPOIJIIO.

2. O01mue mo10KeHus

Hacrosimias Mmozenb yrpo3 0€30MmacHOCTH MEPCOHANBHBIX JaHHBIX (Janee —
Mogenb) COIEpAKUT CUCTEMATU3UPOBAHHBIM TMEpedYeHb Yrpo3 Oe30MacHOCTH
MEePCOHANBHBIX MaHHBIX Tpu ux obpaborke B HCIIJJn I'BOY PK «lllkona-
untepHat Ne21» (manee — Opranu3zanusi). YKazaHHble yIpo3bl MOTYT UCXOJIHUTH OT
HWCTOYHHMKOB, UMEIOIINX aHTPOIIOT€HHBIN, TEXHOTCHHbBIA U CTUXUWHBIA XapaKTep U
Bo3aeicTByromux Ha ys3sumoctu MCII/IH, xapaktepusie mnst gannod MCIIH,
peanu3ysi TeM CaMbIM YTPO3bl HHPOPMAIIMOHHOM 0€301MacHOCTH.

B Mogaenu nmaercs o06ob6miennoe onucanne MCIIH, cocTaB, kateropuu u
mpeamoiaraemMpeli  o0beM  oOpabateiBaembix  [IJlH ¢ mocnemyromieit
knaccudukanuenn UCIT/H.

Mopens ommchiBaeT MOTEHIMAIBLHOTO Hapymmtens Oe3omacHoctu [/ n
MOAXOABl IO ONPEACNIICHUI0 AaKTyaJIbHOCTH Yrpo3 C Y4YE€TOM BO3MOKHOCTEH
HapymuTens U ocooennoctei konkpetHou UCIT/IH.

Hactosimas Mopgens pa3paboTaHa B COOTBETCTBUM C TpeOOBaHUSIMU
@denepabHOTO  3aKOHOAATENBCTBA U (ellepalbHbIX OpPraHoB [0  3alllUTe
MEePCOHAIBHBIX JIAHHBIX.



3. XapakrepucTuka o0bekTa HHpopMaTH3AUN
B Opranmsannu cymectByrot cneayromue tubsl UCIx:
e HCII[lH BemgeHus  OyXTaJTEpCKOrO  yuyeTa, YNpPaBJICHUS  IEPCOHAJIOM,
pacueta 3apa0oTHOI TiaThl OpraHu3aiuu.
e NCII/In nmepenaun undopmaiuu, B ToM uucie [I/IH, B 1ensIX HUCIOTHEHUS
@DenepalbHbIX 3aKOHOB.
B kauectBe 00bekTa HH(BOpPMATU3ALUU MPEANPUITHS BBICTYIAIOT:
e ABTOHOMHBIE aBTOMATU3UPOBaHHbIE paboune mecta (APM).
e JIoKaJbHBIEC BBIUYNCIUTEIBHBIE CETH.

B 3aBuCMMOCTH OT XapaKTepUCTUK U OCOOCHHOCTEH OTIEIbHBIX OOBEKTOB
YacTh BBIYMUCIUTEIBHBIX CPEICTB JAHHBIX NPEANPUITHI TMOIAKIIOYEHA K CETIM
CBSI3M OOIIETO MOJIb30BAHUS U (MJIM) CETSIM MEXAYHAPOJIHOTO MHPOPMALMOHHOTO
oOMeHa.

BBoJ1 nepcoHanbHBIX JaHHBIX OCYIIECTBISAETCA KaK ¢ OyMa)KHBIX HOCUTENEH
(HanpuMep, AOKYMEHTOB, YAOCTOBEPSIOUIUX JIMYHOCTH cyObekta I1JIH), Tak u ¢
AJNIEKTPOHHBIX HOCUTENEH HHPOPMALIUH.

UCIIln npennonaraioT, Kak pacnpeneieHHyro (Ha APM), Ttak u
[IEHTPATM30BAHHYIO (Ha BBIJCICHHBIX (DANIOBBIX CepBEpax CETH) 0OpabOTKy H
xpanenue I1/1H.

[Tepconanwubie nanabie cyobekToB I1/[H MoryT BeiBoguThCs 3 MCII/H ¢
LEIbI0 MEPEeNauyd NEPCOHAIBHBIX [aHHBIX COTPYAHMKOB OpraHu3anuu, Kak B
AJIEKTPOHHOM, Tak U B OymaxHom Buje. Konrpomupyemoit 3on0it (K3) UCIIIH
ABJISIIOTCS 31aHUSI U OTHEJbHBIE MOMEIICHUs. B mpeaenax KOHTPOJIUPYEMOU
30HBI HAaXoHIATCS pabouue MecTa MOJIb30oBaTeNleld U MecTa XpaHeHUs apXUBHBIX
KOIUWA JAHHBIX, CEPBEPBl CHUCTEMBI, CETEBOE H TEJIEKOMMYHHUKAIIMOHHOE
obopynoBanue UCII/IH.

Bue koHTpoiuMpyeMoll 30HBI HAaXOAATCA JIMHUM TI€peAadyd JaHHBIX U
TEJICKOMMYHHUKAIIMOHHOE O0OpYJOBaHUE, UCIOJIb3yeMoe JJIsi MH()OPMAIMOHHOTO
oOMEHa IO CETSIM CBSI3U OOIIEro MOJIb30BAaHUS U (MIIM) CETSIM MEXKIyHAPOJIHOTO
nH(OPMAIIMOHHOTO OOMEHa.

4. CocrTaB, KaTeropuu M 00beM NMEePCOHAIbHBIX IAHHBIX, ONPe/ieIeHHe
YPOBHS 3aIUIIEHHOCTH MEPCOHAIBbHBIX JAHHBIX

Ha ocHoBe xapakrepucTtuk M ocobeHHOcTeH, mcrnoib3yembix WMCIIIH u
o0pabaTbiBaeMbIX B HHMX TMEPCOHATBHBIX JAHHBIX, MOKHO KOHCTAaTHPOBATh, UYTO
nepcoHanpHble naHHble CcyOnekToB [I/[H, oOpabateiBatoTcss B Opranuzanuu
MH(POPMAIIMOHHOW CHUCTEMOM, 0OpabaThIBaIOMICH OOIIEIOCTYITHBIC TTEPCOHATBHBIC
JaHHBIC, a TaK)KEe CHCTEMOH, 00pabdaThIBalomIeld MHBIE KATETOPUH MEPCOHAIBHBIX
JAHHBIX.

CrnenmansHble KaTeTOPUM TEPCOHANBHBIX JaHHBIX WU OHOMETPHYECKHE
nepconanbHble fanHbie B UCII[In Opranuzanuu He 00padaThiBatOTCSl.

Jnsa UCITIn Opranu3zanuu akTyajJbHbl YTPO3bl 2 TUIIA - YTPO3bl, CBSI3AHHBIE
C HaJIMYUEM HEIOKYMEHTUPOBAHHBIX (HEACKIAPUPOBAHHBIX) BO3MOXKHOCTEU B
MPUKIATHOM MPOrPAMMHOM OOECIEUECHUH, HUCIIOIb3YEMOM B HH(POPMAIIMOHHOM
CUCTEME.



CornacHo mnoanyHkty «0» mnyHkta 11 «TpebGoBanuii Kk  3amure
MEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B MHPOPMAIMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHbIX» ans UCIIIn Opranuzauuu tpedyercs obecneunts 3-uid
KJIACC  3alllMIIEHHOCTH TNEPCOHANbHBIX JAaHHBIX MpU UX 00paboTke B
MH(OPMAIMOHHON CUCTEME.

5. Cnoco0bl HapylLIeHUS XapPAKTEPUCTHK 0€30I1aCHOCTH MEePCOHAIBHBIX
JAAHHBIX.
Hcxons u3 mepeyHsi nmepcoHaNbHbIX JaHHBIX, 0OpabaTeiBaeMbix B UCII/IH,
CYLIECTBYIOT CJEIYIOIIME CIOCOOBI HApyLIEHHs] XapaKTEpUCTHK O€30MacHOCTH
[T]1n:
® XHUIIECHUWE INIEPCOHAIBHBIX JAHHBIX COTPYAHUKAMM MPEANPUATHS I
VICIIOJIb30BAaHUS B KOPBICTHBIX LEIIAX;

e riepefada (UHAHCOBOM, aJPECHOM, IOPUIMYECKON M mpouel MHpOpMaALUU O
cyonekre [1/1x TpeTbum nunam;

® HECaHKIIMOHUPOBAaHHOE NYOJIMYHOE pasriallieHue TEePCOHAIBHBIX JIaHHBIX,
CTaBILMUX U3BECTHBIMU COTPYAHUKAM MPEANIPUATHS;

¢ HECAaHKUMOHUPOBAHHOE IIOJYYEHHUE IEPCOHAIBHBIX JAHHBIX TPETBUMH
JIMLAMU;

® VHUYTOXKECHHUE (UHAHCOBOW, aJpPECHOM, IOPUINUECKON 51 Mpoyen
uHdopmanuu o cyobekrte [1/1H;

e MoauduKaus (UHAHCOBOM, aAPECHOM, HOPUAUYECKOU 151 npouen
uHdopmanuu o cyonekrte [1/1H;

e OJOKUpPOBAHHE (UHAHCOBOM, aJAPECHOU, HOPUIUICCKOMN 151 poyen

uHdopmanuu o cyobekrte [1/1H;

® BBOJ HEKOPPEKTHOW (UHAHCOBOW, aJpECHOW, HOPUANYCCKOH H IPOUCH
uHdopmanuu o cyonekrte [1/1H;

e [ieperadya HEKOPPEKTHOM (PUHAHCOBOMW, aapecHOM, IOPUAMYCCKOW W IIpOUeH
uHdopmanuu o cyobekrte [1/1H;

® HCKaXEHHE apXuBHOW MHPopMaiuu 1o cyonrekry [1/1H.

® VHUYTOXEHHUE apXUBHON mHbopmaruu no cyosekty [1/1H.

6. Yrpo3bl 6e30n1aCHOCTH NEPCOHAJIBLHBIX JaAHHBIX, IPH UX 00padoTKe B
HHGOPMALMOHHBIX CHCTEMAX MEePCOHAIbHBIX JAHHBIX

[Ton yrpo3zamu 6€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX MPU UX 00pabOTKe B
NCII[In moHuUMaeTcss COBOKYITHOCTh YCJIOBUH W (DAKTOpPOB, CO3JAIOIIUX
MOTEHIUAJbHYIO UM PEAIbHO CYIIECTBYIOUIYIO OMACHOCTb, CBSI3aHHYIO C YTEUKOM
uHdopMmaru ¥ (WJIM) HECAHKIIMOHUPOBAHHBIMUA W (WJIM) HEMPETHAMEPECHHBIMU
BO3/IeHCTBUSIMU Ha Hee. Takum oOpaszom, yrpossl OezomacHoctu IIJ[H mpu ux
oopabotke B HMCII[lH ™MoryT OBITH CBsI3aHBI KaK C HEMpeIHAMEPEHHBIMU
nerctBuamu nepconana HCIIH, Tak ¥ €O chnenuanbHO OCYLIECTBISEMbIMU
HEMPAaBOMEPHBIMU JCHCTBUSIMU OTJEIbHBIX OPTraHU3AlMP U TpPa)KJaH, a Takke
WHBIMU UCTOYHUKAMU YTPO3.



HenpaBomMepHble OEWCTBHUS MOTYT HCXOJHUTh TAaKXKE€ U OT COTPYIHUKOB
Opranuzanyu B Ciaydae, KOrJa OHM pPACCMATPUBAIOTCA B  KayeCTBE
MOTEHIIMABHOTO HapyuTens 6e3omacHoctu [1J1H.

B mensx ¢opmupoBaHus ~ CHUCTEMAaTH3UPOBAHHOIO TEPEUHS  yrpo3
6e3onacHoctu II/In mpu ux o6padorke B MUCII[IH u pa3paboTke Ha UX OCHOBE
YACTHBIX (JETaTM3UPOBAHHBIX) MOJENCH MPUMEHUTEIbHO K KOHKPETHOMY BHUIY
NCIIJH, yrpo3bl 6e3onacHocTd mnepcoHaibHbIM JaHHBIM B WCIIIH MOXHO
KJ1IacCU(UIIUPOBATH B COOTBETCTBUU CO CIEIYIONIUMH MPU3HAKAMU
10 BU/IaM BO3MOYKHBIX UICTOUYHUKOB YIpO3;

e 1o tuny UCII/IH, Ha KOTOpBIE HaMpaBJIECHA peAIU3alUsl YyTPO3;
® 110 BUJY HapylIaeMoro cBoWcTBa MHQpoOpMaIuu (BUAY HECAHKIIMOHUPOBAHHBIX
nercTBuil, ocymiectBisgemMbix ¢ [1/1H);
® 110 UCIOJb3yEMOM YS3BUMOCTH;
® [0 crioco0aM peaau3aluu yrpos;
® 00BEKTY BO3/ICHCTBUS
Hna MCII[H CcymecTBYIOT CIEAyIOIKEe KJIacChl  yrpo3 0e30MacHOCTH
[T]1n:
1) Ilo BuUAaM BO3MOXHBIX HMCTOYHHKOB yrpo3 0€30MacHOCTH IMEePCOHATbHBIX
JAHHBIX
® YIpO3bl, CBSI3aHHBIE C NPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU
neucTBusMu  sun, wuMmeromuMmu  poctyn k. MP HUCII[H, Bkmtodas
MOJIb30BaTENEH, pean3yroliue yrpo3sl HenocpeactBeHHo B UCII/IH;

® YIpO3bl, CBSI3aHHbIE C NPEAHAMEPEHHBIMU WM HENpPEIHAMEPEHHBIMU
neucTBUsAMU Jull, He umerommx nocryna k MWCIIIH, peanuzyroiiune
yrpo3bl M3 BHEIIHUX CETEH CBA3U OOIIEro Mojb30BaHMs M (WIIK) ceTei
MEXTyHApOIHOTO HH(POPMAITMOHHOTO 0OMEHA;

® YIrpO3bl, BO3HHUKHOBEHUE KOTOPBIX HANpsIMylO 3aBUCUT OT CBOWMCTB
TeXHUKHU, uctonbzyemort B UCII/IH;

® YIpO3bl, CBA3aHHBIE CO CTUXUIHBIMU IPUPOIHBIMHU SIBJICHUSMH.

Kpome 3TOro, yrpos3sl MOryT BO3HUKAaTh B PE3yJbTAaTe BHEIPEHHS AallllapATHBIX
3aKJIaJIOK ¥ BPEJIOHOCHBIX MPOIPAMM.

2) IMo tumy UCII/IH, Ha KOTOpBIC HAIIPaBJICHA yTPO3a.
ITo crpykrype MUCII[IH, Ha KOTOpBIE HampaBjieHa yIrpo3a, HEOOXOIUMO
paccMaTpuBaTh CIEAYIOMIMUE KIIACCHI YTPO3:

e yrpo3sl 6e30macHOCTH NaHHBIX, oOpabaTeiBaeMbix B MCII/IH Ha 6aze

aBTOMAaTU3UPOBAHHBIX pa00YNX MECT;

e yrpo3sl 6e30macHOCTH NaHHBIX, oOpabaTeiBaeMbix B MCII/IH Ha Gaze

JIOKQJIBHBIX HH(POPMAIIMOHHBIX CHCTEM.
3) Ilo criocobam peanu3aiiy yrpo3 BRIICISIFOT CISAYIONINE KIIACChl yIpo3:
®  yIpO3bl, CBA3AHHBIE C HECAHKIIMOHUPOBAHHBIM JocTynoM K I1/IH (B ToM
YHUCJI€ YIPO3bl BHEPEHUS BPEIOHOCHBIX MPOrpaMM);
e yrpo3sl yreuku [I/[H Mo TexHUYECKHM KaHallaM YTE€YKH HHGOpMaluu
(TKYDN);
e  yrpo3sl cnenuaibHbIX Bo3aeicteuil Ha MCIT/H.



4) Tlo Buay HapylraeMoro cBOWCTBa HH(MOpMAaIUK (HECAHKIIMOHUPOBAHHBIX
NEeNUCTBUM, OCYIIECTBIISIEMBIX C TEPCOHATBLHBIMU JIAHHBIMH )
ITo BULY HECAHKIIMOHUPOBAHHBIX JNEUCTBUN, OCYLIECTBIISIEMBIX c
[IEPCOHAIBHBIMU TaHHBIMHU, MOKHO BBIJACIUTD CICAYIOIIUN KJIacC yrpos:

yrpo3bl, MPHUBOMASIINE K HapylmeHuo KoHpuaeHuuanbHoctu [1/In
(KOTIMPOBAHUIO MJIM HECAHKIIMOHUPOBAHHOMY PAaCHpPOCTPAHEHUIO), MPU
peanu3aluu  KOTOPBIX HE OCYIIECTBISETCA HEMOCPEICTBEHHOTO
BO3/ICHCTBUA Ha coiepKaHue HH(pOpMaIIIH;

yIrpo3bl, NPUBOJSIIME K HECAHKIMOHHMPOBAHHOMY BO3JCHCTBHIO Ha
colepkaHue HMHQPOpMallUU, B PE3yJbTaTeé KOTOPOTO MPOUCXOJUT
U3MEHEHNE TaHHBIX WIH UX YHUUTOKEHUE;

yrpo3bl, MNPUBOJASIIME K HECAHKIIMOHHUPOBAHHOMY BO3JCHCTBHIO Ha
IporpaMMHbIE WM MporpaMmHo-annapaTHbeie 3imeMmeHTsl WCII/H, B
pe3ysbTaTe KOTOPOro OCYIIECTBIsAETCS OJOKUPOBAHKE JIAHHBIX.

5) Ilo ncnonb3yemoil ysI3BUMOCTH BBIJCISIOTCS CIEAYIOIINE KIIACChI yTPo3:
yIpoO3bl, peaju3yeMble C UCIOJb30BAHUEM VYSI3BUMOCTH CHCTEMHOIO
nporpammHoro ooecneuenus (I10);
yIPO3bl, pean3yeMble C UCMOJIb30BaHUEM ysI3BUMOCTH nipukiaaHoro [10;

yIpO3bl, BO3HUKAOIIUE B pe3yJiibTaTe UCIIOJIb30BaAHUS
ySI3BUMOCTH, BbI3BaHHOW HasimureM B MCII/IH anmapaTHOM 3aKiIaaKy;
yIpO3bl, peaJnu3yeMble C HUCIOJIb30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB
CETEBOr0 B3aMMOJICHCTBUA U KaHAJIOB NEpelau JaHHBIX;

yIrpo3bl, BO3HUKAIOUIME B PE3yJbTaTE€ MCIOJIb30BaHUA YSI3BUMOCTH,
BBI3BAHHOM HEJOCTAaTKaMU OPraHU3allMil TEXHUYECKOW 3allUThI
uH(GOpPMAIIMH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

yIpO3bl, peaAU3yeMble c yTeUKH HH(OpMaIuu;
UCIIOJIb30BAHUEM YSI3BUMOCTEH, OOYCIIOBJIMBAIONIUX HAIAYUE
TEXHUYECKUX KAaHAJIOB,;

yIpo3bl, peaJu3yeMble C HCIOJIB30BAHUEM YSA3BUMOCTEM CpPEACTB
3aIUTHl HHPOPMAITUH.

6) ITo 00BEKTY BO3ACHCTBHUS BBIACIISAIOTCS CIACAYIOIIHNE KIIACChl yIrPo3:

yrpo3sl 0e3omacHoctu [1JH, oO6pabaTeiBaeMbix Ha APM;

yrpo3bl  Oe3omacHocTH II/[H, oOpabaThiBaeMBIX B BBIJCICHHBIX
cpencTBax 00paboTku ( MpUHTEpax, MIOTTEpax , TpadOnoOCTPOUTENSAX,
BBIHECEHHBIX MOHUTOpAX, BUJICONTPOEKTOPAX, CpeacTBax
3BYKOBOCTIDOM3BENCHUS W T.M.); yrpo3el Oe3zomacHoctu [1/1H,
NIepe1aBaeMbIX TI0 CETSM CBSI3H;

yrpo3bl  TPHUKIAJHBIM  TMpOTpaMMaM, C TIOMOIIBI0  KOTOPBIX
obpabarteiBarotcs [1/[H;

YTPO3BI CHCTEMHOMY [10, ob6ecneuyuBaroemMy
dbynkunonuposanue UCIIH.

1. XapaKTepHCTHKa HCTOYHHUKOB YIpo3 0e30MacHOCTH MEPCOHAJBHbBIX

aanHbix B UCI1IH.



7.1.B otHomiennn WMCII/IH MOryT cyiiecTBOBaTh TpU TUIIA UCTOYHHKOB yIpo3
6e3omacuoctu [1J1H:
1) AHTpONOTreHHBIC UCTOYHHUKH yrpo3 Oe3onacHocTH [1/1H.
2) TexHOTEeHHBIC UCTOYHUKHU yrpo3 O6e3onacHocTH [1/1H.
3) CruxuiiHble HICTOUYHUKH yrpo3 OezonacHoctu [1]1H.
7.2. AHTpOIIOT€HHbIE UCTOYHUKH yrpo3 Oe3omacHoctu [1/1x

B kauectBe anTpomnoreHHoro uctounuka yrpos mias MCIIJIn Heob6xoaumo
paccMaTpuBaTh CyObeKTa (JIMYHOCTH), MMEIOUIET0 CAHKIIMOHUPOBAHHBIA WIIU
HECAaHKIIMOHUPOBAHHBIA JOCTYN K padore co mraTHbiMU cpeactBamu UCII/H,
JNEUCTBUSL  KOTOPOrO0 MOTYT TMPUBECTH K HapylIeHHI0 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX.

AHTpOIOreHHble UCTOYHUKU yrpo3 1mo oTHouenuto kK MCIIIH MoryT ObITh
KaK BHEIIHMMHU, TaK U BHYyTPEHHUMU.

Cpenn BHEIMIHUX AHTPOINOI€HHBIX HCTOYHHUKOB  MOHO  BBIICIIUTH
CIy4yaliHbI€ U MPEJHAMEPEHHbBIE HCTOYHUKH.

Cnyudaiinble (HempeIHaMepEeHHBbIE) UCTOYHUKA MOTYT HMCMOJIb30BaTh TaKUE
ySI3BUMOCTH, KaK OIIMOKH, coBepiieHHble npu npoektupoanuu UCIIIn u ee
AJIEMEHTOB, OMIKUOKHA B MPOrPAMMHOM 00ECTEUeHUH; Pa3IMYHOro pojia coou Hu
OTKa3bl, NOBpexaeHus, npossisgembie B UCII/IH. K TakuMm ncToYHMKaM MOYKHO
OTHECTH TMEPCOHAJ] MOCTAaBUIMKOB pA3JIMYHOIO pPOJA YCIYr, IEpCOHal
HAJ30PHBIX OpraHM3alluii U aBapuHBIX cIyk0 W T.. [ledicTBus (yrpossl),
UCXOIAIIME OT JAaHHBIX HCTOYHUKOB, COBEpILIAIOTCS [0 HE3HAHMIO,
HEBHUMATEJIBHOCTH WJIM XaJIATHOCTH, U3 JIFOOOIBITCTBA, HO O€3 3710I0 YMBICIIA.

IIpeqnaMepeHHbIE UCTOUYHUKUA IPOSBIISAIOTCS B KOPBICTHBIX YCTPEMIICHUAX

Hapymurened. OcCHOBHasg 1edb TaKUX HMCTOYHMKOB —  YMBIIUICHHAs
Jie30pranu3aius padoTel, BbIBOJ cucTeM OpraHu3aiui U3 CTpOs, UCKaKEHUE
uHOpMaIUK 3a cyer MIPOHUKHOBECHUSA B NCIIn IIyTEM

HECaHKIIMOHUPOBAHHOIO JIOCTYyTA.
BHyTpeHHHMMHU HWCTOYHUKAMU, KaK MPaBUJIO, SIBISIOTCS CHELHAINCTHI B
00JaCTH TPOrPaMMHOT0 OOECIEYCHHS] M TEXHUYECKUX CPEJCTB, B TOM YHCIIE
CPEICTB 3alUThl WH(OpPMAIMU, HUMEIONINE BO3MOXKHOCTh MCIOJIb30BaHUS
IITATHOTO 00OpynOBaHWsA W TporpamMmmHo-TexHudeckux cpencts MCII[n. K
TaKUM HCTOYHMKAM MOXXHO OTHECTHM OCHOBHOW IEPCOHAN, MHPEACTABUTEIECH
CIy)K0O 0e30MacHOCTH, BCIIOMOTATEAbHBIM M TEXHHYECKUHM TepcoHasr. Jlis
BHYTPEHHUX HCTOYHHUKOB YTpO3 0CO0OE€ MECTO 3aHMMAIOT Yrpo3bl B BHUJE
OMMOOYHBIX JEeHCTBUA U (WIM) HApYIIEHWH TpeOOBaHU IKCIUTyaTAIMOHHON U
MHON JTOKYMEHTallMU COTpyIHHKaMu OpraHuzanuu, uMerommx goctyn k P
NCTIIn. K mogo6HbIM yrpo3am, B 4aCTHOCTH, OTHOCSITCS:
® HENPEIYMBILUUIEHHOE MCKAXEHHE WM  YAAJIEHHWE  MIPOTrPaMMHBIX
KOMIIOHEHTOB;
® BHEJPCHHUE U UCTOJIb30BAHNE HEYUYTEHHBIX ITPOTPAMM;
® UTHOPUPOBAHUE  OPraHU3AIMOHHBIX  OrpPaHUYEHUH (YCTAaHOBIECHHBIX
npaBuil) ipu pabore c¢ pecypcamu MCII[IH, Bkitoyasi cpencTsa
3amuThl MHPOpManuu. B 4yacTHOCTH, - HapylleHUE HpaBUl XPaHEHUS
MHQOpMALIMM  OTPAaHUYEHHOI'O  JOCTYyMa, HCIOJIb3yeMOi pu



AKCIUTyaTalluu CpENCTB 3aIUThI uHpopManuu  (KIHOUYEBOH,

NapoJbHON M ayTeHTU(ULIMpYIoUeH HHpOopMalnn); - NPEAOCTABICHUE

MIOCTOPOHHUM  JIMI]JaM  BO3MOHOCTH I0CTyna K CpeliCcTBaM

3aIUThI uHopmaruu, a TaKXKe K TEXHUYECKUM u

IpPOTrpaMMHBIM ~ CPEJICTBaM, CIIOCOOHBIM TMOBJIMSITh Ha  BBIMOJHEHUE

NpEeAbSIBISEMBIX K CpPEICTBaM 3alluThl MHpOpMaIuu TpeOoBaHUM; -

HACTpoOWKa W KOH(PUTYpUpPOBAaHHE CPEJCTB 3alMUThl WH(OpMaIMuU, a

TaK)K€ TEXHUUECKUX U MPOTPAMMHBIX CPEJICTB, CIIOCOOHBIX MOBIUATH HA

BBITIOJIHCHUE TIPEABSIBIAEMBIX K CpPEICTBaM 3alllUThl WHOOpMaLUU

TpeboBaHUM, B HapylICHUE HOPMATUBHBIX U TEXHUYECKUX JOKYMEHTOB;

HecooOI1IeHne 0 pakTax yTpaThl, KOMIPOMETAIIMU KIIFOYEBOH, TAPOJIHLHOM

U ayreHTUUIMpYIOmEeH wuHbopMaluu, a Takke 00N apyroi

uH(OpMaIUK OTPAaHUYEHHOTO JOCTYTIA.
HauGonbiyro omacHOCTh TPEACTaBISIOT MPETHAMEPEHHBIE YIPO3bl,
UCXOJIAIINE KaK OT BHEIIHMX, TaK M OT BHYTPEHHUX AaHTPOIOTECHHBIX
MCTOYHUKOB.
Heo6xoauMo paccMatpuBaTh CISAYIOIINE KJIACCHl TAKMX YTIPO3:
® VIPO3bl, CBSI3aHHBIC C TMPEIHAMEPEHHBIMU JICHCTBUSAMHU  JIHII,
umeromumu goctyn Kk MCIIx, Bkiatowas nons3oBareneit UCIIAxH u
UHBIX  COTPYOHUKOB  MPEINPHUATHS, PEaTU3YIOIMIMMU  YyTPO3bI
HernocpeacTBeHHo B UCII/IH (BHYTpeHHUI HAPYIIUTEb);

® YIpO3bl, CBSI3aHHBIE C NPEIHAMEPEHHBIMU JACHUCTBUSMU JIMI, HE
umerommmu  aocryna k HCIIJIlH u peanu3yromuMu yrpossl U3
BHEITHUX CeTell CBA3M  0OIIero TMOJb30BaHMUS WJIM  CETei
MEXKITyHApOIHOTO UH(OPMAITMOHHOTO oOMeHa (BHEIIHMIA
HapyIIUTENb);

® VIpO3bl, CBSI3aHHBIE C NPEIHAMEPEHHBIMU JACHCTBUSMU JIHI, HE
uMerommmu goctyna Kk UCIIH u peanuzyromumu yrpo3sl no TKYN.

7.3. TexHoreHHubple UICTOYHHKH YIpo3 6e3onacHoctu [1/]H.

TexHOreHHbIE HCTOYHUKH YTPO3 HANPSAMYIO 3aBUCAT OT CBOMCTB TEXHUKH.

JlaHHbIE MCTOYHUKHA TaKXKE MOTYT OBITh KaK BHEIIHWUMH, TaK W

BHYTPEHHUMH.

K BHemHWM HCTOYHUKAM OTHOCSTCS WHOPACTPYKTYPHBIC DJIEMEHTHI
NUCTI[In: cpenctBa cBsi3u (TenedOHHBIC JTHHHUH, JUHUHM TEpeAadd AaHHBIX U
T.I.), CETH WHXEHEPHBIX KOMMYHHKAIUU (BOJOCHAOKEHWE, KaHAIU3aIlus,
OTOIUICHHUE U TIP.).

K BHYTpeHHUM HMCTOYHHUKAM OTHOCSITCS HEKAUYE€CTBEHHBIE TEXHUYECKHE U
IPOrpaMMHBIEC CPEJCTBA 00paOOTKK WH(POPMAIIMH, BCIOMOTaTEIbHBIE CPEICTBA
(OXpaHbl, CUTHAJIM3AIMHN, TENePOHHUH), JAPYyrue TEXHUYECKHUE CPEJCTBa,
npumensiembie B MCII/IH, a Takke BpeIOHOCHOE MPOrpaMMHOE 00eCTIeYeHUE U
anmapaTHbIe 3aKIaJKU.

7.4. AnmapatHas 3aKi1ajaKa

AnmapatHble 3aKJIaJKd MOTYT OBbITh KOHCTPYKTUBHO BCTPOCHHBIMU U
ABTOHOMHBIMU.

ArnmnapatHble 3aKJIaJJKH MOTYT PEaln30BaTh YIrPO3bI:



e cOopa u HakoruieHus I1/{H, oOpabaTeiBaemMbix U XxpaHuMbix B UCII/IH;
e (popmuposanus TKYN.
B cuny oTMeYeHHBIX CBOMCTB anmapaTHBIX 3aKialoK 3((PEeKTUBHAS 3alluTa
OT HUX MOXET ObITh OOeclieyeHa TOJIbKO 3a CYET TIIATEeJIbHOTO YyYeTa HX
cnenu(UK U COOTBETCTBYIOLIEH  OpraHU3aldd  TEXHUYECKOM  3allUThl
uHboOpMallMM Ha BCEX CTaAUAX ku3HeHHoro uukia UCIIJIH.
7.5.HocuTtenb BpeTOHOCHON IPOrpaMMBbl
B kauectBe HocutTens BpenoHocHou mnporpamMmbl B HCII[IH moxer
BBICTYNAaTh AaNIlapaTHBIA DJJIEMEHT CPEICTB BBIYUCIUTEIBHON TEXHUKH U3
coctaBa UCII/Ix nnu 10, BeINONHSAOIIEE POJIb IPOIPAMMHOTO KOHTEMHEPA.
Ecnu BpenoHocHass mporpaMMa HE acCOLMHUPYETCsl C  KaKoW-mbo
NPUKIAHON Mmporpammoil u3 coctaBa cucreMHoro wiu oduiero I10 UCII/JH, B
KaueCTBE €€ HOCUTEIS BBICTYAIOT:
® BHENIHUW MAaIIMHHBIA (OTUYXKJAeMbIi) HOCHTENb, T.€. JIUCKETa,
ONTUYECKUM JUCK, Ja3epHBIA NHUCK, (JIAII-MaMsATh, BHEITHUM KECTKHUI
JUCK U T.I1.;

® BCTPOCHHBIE HOCUTEIM HUH(MOpMAIUU (KECTKUE JUCKU, MUKPOCXEMbI
ONEPATUBHOM MaMSTH, IPOLECCOP, MUKPOCXEMbl CUCTEMHOM  ILJIATHI,
MHUKPOCXEMBbI YCTPOUCTB, BCTPAaMBAEMbIX B CUCTEMHBIN OJIOK YCTpONCTBA
— BHJICOAJIaNTepa, CETeBOH MJIaThl, yCTPOHCTB BBOIa/BHIBO/IA U T.1)

® MHMKpPOCXEMbl BHEUIHUX YCTPOMCTB (MOHUTOpPA, KIaBUATYpPhI, MPUHTEPA,
IJI0TTEpa, CKaHepa U T.II.).

B Tom ciywae, ecnum  BpeNOHOCHAas TMporpaMma MOXET OBITh
IPOACCOIMUPOBaHa ¢ cUCTeMHbIM Win obumMm [0, ¢ daiinamu pa3zaudHon
CTPYKTYpPBI UJIU C COOOIIEHUAMH, TIEPeIaBaeMbIMU TI0 CETH, TO €€ HOCHTEIEM
SIBJISTFOTCSL:

e makeThl nepeaaBaeMbix 1o cetu UCIIIH coobmienmit;

e (aiinsl (MCMOTHSAEMBIC, TEKCTOBBIE, TpaUIeCKUE H T.1I.).

[Ipy BO3HUKHOBEHUH YIPO3 M3 JAHHOW I'PYMIBI MMOSBISAETCS NOTEHIMAIbHAS
BO3MOKHOCTb HapyIIeHUs KOHPUACHIIMAIBHOCTH, IIEIIOCTHOCTH, TOCTYITHOCTH
U IPYTUX XapakTepucTuk Oe3omacuoctu [1/1H.
7.6.Ctuxuiinbie ICTOYHUKH yrpo3 OezonacHocTH [1/]H

CruxuiiHble MCTOYHHUKH YIpO3 OTJIMYaeTcs OONbIIUM pa3sHOOOpazueM u
HEIPEICKA3YEMOCTBIO U SIBIISIOTCS, KaK IIPABWJIO, BHEIIIHUMH I10 OTHOLLIEHHIO K
Opranmsamuu. I[log HuUMH, OpeXae BCEro, pPacCMaTpPUBAIOTCA PA3ITMYHBIE
IIPUPOJHBIE KATAKIW3MBL: IOKAPBI, 3€MIIETPACEHUSA, yparaHbl, HAaBOJHCHMS.
BoO3HUMKHOBEHHE 3THX MCTOYHMKOB TPYAHO CIIPOTHO3UPOBATH U UM TSKEIO
IPOTUBOCHCTBOBATh, HO MPH HACTYIJICHUH MOJOOHBIX COOBITUI HapylIaeTcs
mratHoe ¢yakuuonupoanue camoir MCII[[H m ee cpeacTB 3amuThl, 4TO
NOTEHIMAIbHO MOXET TPUBECTH K HAPYUICHUIO KOH(PHUIECHIUAIbHOCTH,
LEJIOCTHOCTH, TOCTYITHOCTH U APYTHUX XapakTepucTHK Oe3onacHocty [1/]H.

3ammra OT Yyrpo3, HCXOASUIUX OT TEXHOTCHHBIX U CTUXWHWHBIX NCTOYHUKOB
yIpo3 0e30MmacHOCTH [1/1H, periiaMeHTUpyeTCs MHCTPYKIHUSIMH,



pa3paOOTaHHBIMU U YTBEPKICHHBIMU OIEPATOPOM C YYETOM OCOOEHHOCTEU
skcruryatauuu UCII/H.
7.7.Mopenp HapymuTenst 0€301acCHOCTH MEPCOHAIBHBIX JAHHBIX

AHanu3 BO3MOXKHOCTEH, KOTOPBIMM MOXKET oO0OjajgaTh HapyILIUTElb,
IIPOBOJIUTCS B paMKaxX MOJIEJIN HApyIIUTENS.

[Ipu pa3zpaboTke MOJeNM HAPYIIUTENS 3a(QUKCUPOBAHBI CIEAYIOLIUE
MIOJIOKEHUS :

1) Besonacuocts I1/In B M CII[IH obGecnieunBaeTcss CpeCTBAMHU 3alUTHI
unpopmarmn  UCII[IH, a  Takke  HCHOJIB3YyEMBIMH B  HHUX
WH()OPMAIIMOHHBIMU TEXHOJIOTUSAMH, TEXHUUYECKUMU W TPOTPaMMHBIMU
CpPEelICTBAMM,  YJOBJIECTBOPSIOIIMMHU  TpeOOBaHUSIM 1O  3allluTe
uH(pOpMaIINK, YCTAaHABIMBAEMbIM B COOTBETCTBUU C 3aKOHOJIaTEIHCTBOM
Poccuiickoit @enepannu;

2) CpenctBa 3ammtel  uHPopmanuu (C3U1) mratHo  QYyHKIHMOHUPYIOT
COBMECTHO C TEXHMYECKMMH WU MPOTPAMMHBIMU CpPEACTBAMHU, KOTOPBIE
CIIOCOOHBI TMOBNUSITh HA BBINIOJIHEHHE mpeabsBiaseMbix k C3U
TpeOOBaHUM;

3) C3U ue moryt obecrnieuntsb 3aniuTy I1J{H OT HelCTBUI, BBITOJHAEMBIX B
paMKax MpeIoCTaBICHHBIX CYObEKTY JACHCTBUI MOJIHOMOYMIA (Harpumep,
C3U ne moxer oOecneunth 3ammuty [I/IH OT packpeiTus nunamu,
KOTOPBIM MPEIOCTABIIEHO MTPABO HA TOCTYN K 3TUM JIaHHBIM).

7.8. Onncanue HapyIIUTENICH.

C ToukM 3peHHMs HaJu4usl IpaBa IMOCTOSHHOIO WJIM Pa30BOro J0CTyna B
koHTpospyeMyto 30HY (K3) o6wektoB pasmemenust UCII/IH Bce duznueckue
JMIIa MOTYT OBITh OTHECEHBI K CJIEIYIOIIUM JABYM KaTETOPHUSIM:

e karteropus | — nuua, HE UMEIOIIKE MpaBa JI0CTyNa B KOHTPOJIUPYEMYIO

3oy UCITH;

e kareropus Il — nuna, umeromue TpaBo OCTyINa B KOHTPOIUPYEMYIO 30HY
NCTIIH.

Bce notennuanbHble HAPYIIUTEIN TOAPA3AEISIOTCS Ha:

® BHEIIHUX HapyLIUTENEH, OCYIIECTBISIOMIMNX aTaku u3-3a

npeaenoB KoHTpoaupyemoii 30ub1 UCITH;

e BHYTPCHHMX HApyLIUTEICH, OCYLIECTBISIONIMX AaTaku, HaxoIsiCh B

npezaenax Kourponupyemoit 30061 UCIT/IH.

B  kadecTtBe BHEHIHEro HapywuTenas KpoMe  Jul  Kareropuu [
JNOJDKHBI  pacCMaTpuBaThCs Takke Jsmna kareropuu II, Haxonsmmecs 3a
npeaenamu K3. B otHomennn WUCII/IH B kauecTBe BHEUIHETO HapYUIUTEIIMU
U3 4Yucia JIMI Kateropuu | MOryT BbICTynaTh: - OBIBIIME COTPYIHUKHU
Opranuzanuu; - NOCTOPOHHUE JIMIA, MbITAIOIIUECA MOAy4nuTh qocTyn K [1/1H B
VHUILIMATUBHOM MOPSIKE; - IPEACTABUTEIN MPECTYIHBIX OPraHU3aluil.

Buemnuit HapymuTenb MOXKET OCYIIECTBIATh: - MEpeXxBaT 00padaThIBAE€MbIX
texanueckumu cpeacteamu UCIIIn II[In 3a cuer ux yreuku no TKYHU c¢
WCMOJIb30BAHUEM NOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, a TaKX€ AaBTOHOMHBIX
aBTOMATHYECKUX CPEJICTB Pa3BEIIKU CEPUITHOI pa3pabOTKu; - AECTPYKTHUBHbBIC
BO3JIEUCTBUA Yepe3 3ieMeHThl uHpopMmannonHoi uHppactpykrypsl UCIIH,



KOTOpbIE B TIPOILIECCE€ CBOEro0 JKU3HEHHOrO IMKJIAa (MOJEpHHU3AIus,
CONPOBOXKJICHHE, PEMOHT, YTWJIM3allUsl) OKa3biBatOTCA 3a mpeaenamu K3; -
HECAHKIIMOHUPOBAHHBIA  JOCTYNl K HHPOpPMAIMU C  HCIOJIb30BaHUEM
CIICLIMATBHBIX MPOTrPAMMHBIX BO3JAEHUCTBUN MOCPEACTBOM MPOTPAMMBI BUPYCOB,
BPEJIOHOCHBIX MPOTPaMM, aJTOPUTMUUYECKHUX WM MPOTrPAMMHBIX 3aKIaJ0K; -
nepexBaT UHQPOpPMAIIUH, MEpeIaBaeMO MO CETSIM CBSI3M OOIIETO MOJIb30BAHUS
WM KaHajaM CBA3W, HE 3aIMIIEHHBIM OT HECAaHKIMOHMPOBAHHOIO JOCTYMa
(HC) x undopmaiuu opraHU3alMOHHO- TEXHUUYECKUMHU MEpaMH; - aTakd Ha
NCIIIn nyTeM peann3anuu yrpo3 yIaIeHHOTO JOCTYIIA.

BuyTtpennuit HapymmTens (nuna kateropuu Il) moapasnensiercs Ha BOCEMb
TPpyIIn B 3aBUCHUMOCTH OT cmoco0a ¢ TOJHOMOYHMH  JOCTyma K
uHpopmanronubM pecypcam (MP) UCIIH.

K mepBoil rpymnmne OTHOCATCS COTPYAHUKH MNPEANPUSATUHN, HE SIBISIOLIMECS
3apEerucTpUPOBAHHBIMU TOJIB30BaTeNIsIMUA U HE nonyuieHHsie k P UCITH, HO
UMEIOIIME CaHKUMOHHUpOBaHHBIM goctyn B K3. K 2310l  kareropuu
HapyuuTenen OTHOCATCS COTPYJITHUKH Pa3IMYHBIX CTPYKTYPHBIX
NOApa3ACCHUN  MPEANPUATHN: DHEPreTUKH, CAHTCXHUKH, YOOPIIHUIIHI,
COTPYAHUKH OXpaHbl M Jpyrue JiMia, OOeCIeYnBaKIINe HOPMaIbHOE
byHKIIMOHUpOBaHUE 00beKTa nHGOpMaTU3auu. JIUIo JaHHOW TPYIIBl MOXKET:
- pacnojaratb MMEHAaMH M BECTH BBISIBICHUE TApOJICH 3aperuCTPpUPOBAHHBIX
nonbe3oBareneit UCIIIH; - u3MEHATh KOHPUTYpAIUI0 TEXHUYECKUX CPENICTB
obpabotku 111, BHOCHTE TTporpamMMmHo-anmnapaTHeie 3akiaanku B [ITC UCITIx
U oOecreyuBaTh CheM UHGOPMAIMH, HCIOJIB3YyS  HEMOCPEICTBEHHOE
MOJIKJIFOUEHHE K TEXHUYECKUM CpeJICTBaM 00pabOTKH HH(POPMAIIUH.

Ko BTOpoil Trpynme OTHOCATCA 3aperMCTPUPOBAHHBIE IOJb30BATEIU
NCIIdH, ocymectpistomue orpanndeHHbi noctyn k UP UCIIJIn ¢ pabouero
Mecta. K 3TOi KaTeropuv OTHOCATCA COTPYAHUKH MPEANPUSITHN, WMEIOIIUE
npaBo jgoctyna K JokaabHbiM MP UWCIIJIH nayst  BBINOJTHEHHUS CBOUX
JOJDKHOCTHBIX 0Osi3aHHOCTeH. JIMmo maHHOW Tpynmbl: - oO0JagaeT BCEMH
BO3MOKHOCTSIMU JIMIl NIEPBOM KAaTErOpHUM; - 3HAET, [0 MEHBbLIEH MEpPE, OIHO
JeraqpHOe WM JIOCTyma; - oOJajgaeT BCEeMH HEOOXOJUMBIMHU aTpuOyTamu
(mHanpumep, napoinem), odecneunBatomnm goctyn k UP MCII/H; - pacnonaraer
[1/IH, K KOTOPBIM UMEET TOCTYII.

K Ttperbert rpymme OTHOCATCA 3apETHCTPUPOBAHHBIE  IIOJB30BATEIIN
noacucteM HWCII[IH, ocymecTBusitomue yaaneHHsii goctyn k II/In mo
nokanbHOM cetu Opranuzauuu. Jluno nanHOW rpynmbl: - o0jlajaeT BCEMHU
BO3MOXXHOCTSIMH JIUI[ BTOPON KaTErOpWH; - pacroyiaraeT uHpopmaimen o
toroiorun  cetu  MCIIIH wu cocraBe texanudyeckux cpeacts UCII/H; -
UMEET BO3MOXHOCTh TPSIMOT0o ((U3MYECKOT0) JMJOCTyna K OTACIbHBIM
texuuueckum cpeacteam (TC) UCIT/H.

K 4yerBeproil rpymnme OTHOCATCS 3apErUCTPUPOBAHHBIE IMOJB30BATEIN
UCII[IH ¢ 0OJHOMOYHSAMHM aJAMHUHUCTpAaTOpa O€30MacHOCTH CErMeHTa
(pparmenta) UCIIAH. Jlumo panHOM rpynmel: - oOJianaer MOJIHOM
uHdopmanmeit 0 CHCTEMHOM u MPUKJIAAHOM ITPOTPAMMHOM
obecrieuennu, ucnonpzyeMoMm B cermeHte WCIIJIH; - oOmamaet MOJTHOU



uHpopmanmeii O TEXHUYECKUX CPEACTBAX M KOH(PUIYypalHH CETMEHTa

NUCIIdH; - wuMeer [OCTym K CpeICTBaM 3allUThl  MH(pOpMaUuU MU
[IPOTOKOJIMPOBAHUA, @ TAKXKE K OTACJIBHBIM DJIEMEHTAaM, HCIOJIb3YEMBIM B
cermenre HCII[IH; - mMeeT OOCTyn KO BCEM TEXHUYECKHM CpEICTBaM
cermenta UCII/H; - oOnagaer mpaBaMu  KOHQUIYpUPOBAHUS U

aIMUHHUCTPATUBHOM HACTPOMKM HEKOTOPOrO IOJMHOYKECTBA TEXHHYECKUX
cpencts cermenta UCII/IH.

K nsroil rpynme OTHOCATCA 3apErMCTPUPOBAHHBIE IOJB30BATENN C
OJITHOMOYHUSIMH CUCTEMHOTO aAMUHHCTPATOPA, BBIITIOJIHSFOLLIETO
KOH(QUTypUpOBaHME M  YIpaBieHUE TNPOrpaMMHBIM  OOECleUYeHUeM U
o0opyaoBaHMeM, BKJIOYash OOOpyAOBaHHE, OTBeyarouiee 3a 0e30macHOCTb
3alMIIAEMOT0 00BEKTa: CPEJICTBA MOHUTOPUHIA, PE3EPBHOIO KOMHPOBAHUSA,
AHTUBUPYCHOI'O KOHTPOJISA, 3aIUTHl OT HECAHKLIMOHUPOBAHHOIO nocTyna. Jiumo
JAHHOW Tpynmbl: - o0jJagaeT  MoJHOM  uHpoOpMalueil 0  CUCTEMHOM,
crnernyaibHOM u npuxiagaoMm I10, ucnonsdyemom B UCIIIH; - obGnamaet
nosHoit uHpopmarmeit o TC u xoudurypaunu UCIIJIH - umeer goctyn Ko
BceM TC HCII[H u nanHbiM; - oOnagaeT mpaBaMu KOH(PUTYPUPOBAHHS U
agmuHuctpatuBHoil HacTpoiiku TC UCITIH.

K mecToii rpynmne oTHOCATCA 3apeructpupoBaHHble nonb3oBatenn UCITIH
C  TMOJHOMOYMSIMM  aaMUHHUCTpaTopa  Oe3omacHoctd  OpraHuzanuu,
OTBEUAIOIIIETO 32 COONIOACHUE MPaBUJl pa3rpaHUueHUs JOCTYIIA, 32 TeHEePaIUIo
KITIOYEBBIX  AJIEMEHTOB, CMEHY THaposieil, Kpunrorpad@uyeckyro 3alluTy
uHbopMari. AIMHUHUCTPATOp O€30MACHOCTH OCYLIECTBISIET ayAUT TEX Ke
CPEIICTB 3alllUThl OOBEKTA, YTO M CUCTEMHBIM agMUHHUCTpaTop. JIuio naHHoN
rpymmnel: - obnanaer nmomHo mHpopmamuenr o6 MCIIAH; - uMeeT mocTym K
CpelCTBaM 3allUThl HHPOPMALIUA M TMPOTOKOJIMPOBAHUS M K YACTH KIIFOUEBBIX
anementoB UWCII[IH; - He wumeeT mpaB jJocTyna K KOHPUTYPUPOBAHUIO
TEXHUYECKUX CPEJICTB CETH 3a UCKIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIMOHHBIX ).

K cegpMol rpynme OTHOCATCS JIMIIA@ M3 4YHCIA POIPAMMUCTOB -
pa3pabOTYMKOB CTOPOHHEW OpraHu3aluu, SBJISomUXcs noctaBimkamu 110 u
auna, OOECHeunBaIOUIMe €ro COIMPOBOXKJIECHHE Ha OOBEKTE pa3MEIIeHUs
NCTIn. Jluio nanHOM Tpynmsl: - obmagaeT uHbopmarmeit o0 arroputMax u
nporpammax obpabotku napopmaruu B UCII/IH; - obamaer BO3MOXKHOCTIMU
BHECEHMs] OLIMOOK, HEIACKIAPUPOBAHHBIX BO3MOXKHOCTEH, MPOrpaMMHBIX
3aknagok, BpeaoHocHsIx nporpamM B I[1O UCII/H Ha cTaguu ero pa3paboTky,
BHEJPEHMSI U CONPOBOXKICHHS; - MOKET pacrnojiaratb JOOBIMH (pparMeHTaMu
uHpopmanmu o TC 06pabdotku u 3amuthl uaGopmanuu B UCII/IH.

K BocbMmoli rpynme otHocsTes nepconan, oocayxkuBatomuii TC UCIT/IH, a
TaKke JIMIa, OOeCHeuYrBaloOlNe IOCTaBKYy, COMpPOBOXaAeHHEe U pemMoHT TC

NCIIAx. Jluuo nanHOW rpynmbl: - o0JagaeT BO3MOXHOCTSIMH BHECEHUS
3aknmagok B TC MUCII[JJH Ha craguum ux pa3pabOTKU, BHEAPEHUS U
CONPOBOXKJEHUSI; - MOXKET pacnojaraTe ¢parmMeHTaMu HWHQoOpMalu O

tonosiorun WCII/IH, aBTOMAaTH3MpPOBAaHHBIX pabOUMX MecTaX, CepBepax u
KOMMYHHUKaIIMOHHOM 00OpynoBaHuu, a Takxke o TC 3ammuTsl uHPOpManuu B
NCII#. ITpeamnonoxeHnst 0 BO3MOKHOCTSX HAPYLINATEIS.



Jns nonmyuyenuss ucxogubix JaHHbix o MCIIJIH napymwurens (kak |
kateropuu, Tak u Il KkaTeropum) MOXKET OCYHIECTBIATh IMEpexBat
3amudpoBaHHON HH(POPMAIIUUM U HHBIX JIAHHBIX, MEpPEJaBaeMbIX MO KaHajaaM
CBSI3U CETSAM OOIlEero TMOJb30BaHUS U (WJIH) CETIM MEKIYHAPOHOTO
uH(pOpPMAIIMOHHOTO OOMEHa, a Takxke Mo JoKalibHbM ceTsiMm UCII/H.

JIro60ii BHYTpPEHHHI HApyIIUTENb MOXKET HMETh (PU3UYECKHH JOCTYyN K
JIMHUSIM CBSI3M, CUCTEMAaM JJIEKTPONUTAHUS U 3a3E€MJICHUSI.

[Ipennonaraercsi, 4TO  BO3MOXXHOCTA  BHYTPEHHErO0  HAPYILIUTEIS
CYIIECTBEHHBIM  00pa3oM  3aBUCAT OT JIEUCTBYIOIIMX B  Mpenenax
KOHTpOJIUpYeMOH 30HBI 00BeKkTOB pasMmemienuss WCII[IH orpaHuuuTenbHBIX
(bakTOpOB, U3 KOTOPHIX OCHOBHBIMHU SIBIISIFOTCS PEXKUMHBIE MEPONPUSITUS U
OpPraHu3aIMOHHO-TEXHUYECKUE MEPhI, HAITPABJICHHBIE HA: - MPEAOTBPAILICHUE U
npeceyeHue HECAHKIIMOHUPOBAHHBIX JIEUCTBUN, - MOA0Op M PACCTAaHOBKY
KaJIpOB; - JOMYCK (PU3UUYECKUX JIUI[ B KOHTPOJIMPYEMYIO 30HY M K CPEICTBa
BBIYUCIIUTEIILHON TEXHUKHU; - KOHTPOJIb 32 MOPSIKOM MPOBEICHUS PaboT.

B cuny 3Toro BHyTpeHHUI HAPYIIUTEIb HE UMEET BO3MOXKHOCTH MOJYYEHHUS
cnenuanbHbix 3HaHUW o MCIIJIlH B oObeme, HEOOXOOAMMOM JUISl PEIICHUs
BOIIPOCOB CO3JIaHUSI U MPEOAOJIEHUs cpencTB 3amuThl [1/1H, n uckatoyaercs ero
BO3MOHOCTh IO CO3JaHHI0 U TPUMEHEHHUIO CIEIUAbHBIX MPOTPAMMHO-
TEXHUYECKUX CPEACTB peaau3aluu 1eJICHAPaBICHHBIX BO3CHCTBUM
JAHHOTO  HAPYIIUTENs Ha MOJIekKAIUe 3alluTe OOBEKTHI M OH MOKET
OCYILIECTBIIATh  IIOIBITKM  HECAaHKIMOHUpPOBAHHOTO jgoctynma k WP ¢
UCIIOJIb30BAHUEM  TOJBKO IITATHBIX [POTPAMMHO-TEXHUYECKUX CPENCTB
NCIIIn 6e3 HapyIIeHUs UX 1EIOCTHOCTH.

B03MOXHOCTH croBOpa BHYTPEHHHX HapyLIUTENIEeH MexIay coOol, croBopa
BHYTPEHHETO HApYIIUTENIss C TEPCOHAJIOM OpTraHu3alui-pazpaboTINKOB
noacucteM MCII/IH, a Takke CroBopa BHYTPEHHETO M BHEIIHETO HAPYIIUTENEH
JOJKHA OBITh HWCKIIOYEHA MPUMEHEHUEM OPraHU3alMOHHO-TEXHUYECKUX H
KaJIpOBO-PEXKUMHBIX MEp, NEHCTBYIONMUX Ha o0bekTax pasmernenus UCIT/Ix.
7.9.1IpenmnonoxxeHuss 00 UMEIOMNUXCS Y HAPYIIUTENS CPEACTBAX aTak.
[Ipeanonaraercs, 4TO HapyIIUTENb UMEET BCE HEOOXOAMMBIE I MPOBEIACHUS
aTakK o0 JOCTYIHBIM €My KaHAJIaM aTak CpeJCTBa.

Buemnuii HapymuTens (quna kateropuu I, a Takke nuina kareropuu Il mpu
HaxoXJeHuu 3a mnpenenamu  K3) MOXKET HMCHONIB30BaTh  CIEAYIOIIUE
CpelcTBa NIOCTyIa K 3alfuiaeMoil mHQpOpManuu: - JTOCTYMHbIE B CBOOOJHON
IpoJla’ke amnmapaTHble CpPEACTBA M IMPOrpaMMHOE OOECIEeUeHHE, B TOM YHUCIIE
IPOTPAMMHBIE W aNNapaTHbIE KOMIIOHEHTHI KPHUIITOCPEACTB; - CIEUUAIBHO
pa3pabOTaHHbIE TEXHUYECKHE CpEACTBA M TPOTPAMMHOE OOeCIeueHue; -
CpelcTBa TMepexBaTa v aHaIM3a WH()OPMAITMOHHBIX MTOTOKOB B KaHAJaX CBS3H; -
CIeMAJIbHBIE TEXHUYECKHE cpeacTBa mnepexBara nH@opmanuu no TKYU; -
mratHele cpenctBa MCII[H (TOJNBKO B ciaydae UX PACHOJIOKEHUS 34
npenenamu K3).

BuyTtpennuii HapymuTtens Ui AOCTyNa K 3alluinaeMoll uHoOpManuu,
conepxkamien [1/[H, MmoxkeT ucrosbp30BaTh TONbKO mTaTHbie cpeactBa MCIIH.



IIpy 3TOM €ro BO3MOKHOCTH 110 MCIIOJIb30BAHUIO IITATHBIX CPEACTB 3aBUCST OT
peanuzoBanHbiX B MCII/{H opraHn3animOHHO-TEXHUYECKUX U PEKUMHBIX MEP.
7.10. OnucaHue KaHaIOB aTak
Bo3MOXHBIMY KaHajaMU aTak, KOTOPbIE MOYKET UCIIO/Ib30BaTh HAPYILIUTEb IS
nocryna k 3amuiaeMmoit nuapopmanuu B UCIH, sBastorces:
® KaHAJIbl HEMOCPEACTBEHHOrO JIOCTyma K OO0BEeKTy (BU3YaJbHO-
ONTUYECKUM, aKyCTUUECKUM, PU3UUECKUIA);
® D3JIEKTPOHHBIE HOCUTENU UH(OPMAIIK, B TOM YUCJIE ChEeMHbIE, CJAHHBIC B
PEMOHT U BBILIEAIINE U3 YIOTPEOICHHUS;
e OyMa)kHbIE HOCUTENIU UH(OPMAIINY;
e [ITaTHBIE TporpaMMHo-annapaTtHsle cpencrsa UCII/IH;
e KaOenbHbIC CHUCTEMBI 51 KOMMYTaIlMOHHOE o0opyoBaHue,
PACIIOJIOKEHHBIE B Mpeeaax KOHTPOIMPYEMOU 30HBI U HE 3aIlUIIECHHBIE
ot HCJI k unpopMannu opranu3aiiiOHHO-TEXHUYECKUMU MEpaMu;

e HesauuuieHHble KaHauel cBsa3u; TKYU. Tun HapyLIUTEI IIpU
UCIIOJIb30BAHUU B UCII[In xpunTorpaduyeckux CpeACcTB 3alIUThI
UH(GOpPMALIHH .

[Tpu oOmene nnpopmanueit mexxay UCII/IH 1 BHEITHUMU 110 OTHOIIEHUIO K
npeAnpUsATHIO UHGOPMAIMOHHBIMUA CHCTEMaMH HEO0OXOJAMMO HCIOJIb30BaHUE
cpeacTB kpunrorpaduyeckoit 3anutel nHGopMmanmu (CK3W).

YpoBenb  kpunrtorpadUyeckod  3alIUTHl  MEPCOHANBHBIX  JIaHHBIX,
ob0ecrieunBaemort CK3U, ompezgensercs myTeM OTHECEHUS HapyIIUTENs,
JNEUCTBHUAM KOTOPOro AOJKHO MPOTHUBOCTOATh CK3U, K KOHKpETHOMY THUIY, U
0asupyercs Ha TOJXO0JIaX, OMUCAHHBIX B «METOIUYECKUMU PEKOMEHAAIMSIMU
o 00eCMEeUYeHUI0 C MOMOIIBI0 KPUIITOCPEACTB 0€30MaCHOCTH TMEPCOHATBHBIX
JAHHBIX TIPU MX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMaxX IEePCOHATBHBIX
JAHHBIX C KCIOJIb30BAHUEM CPEICTB aBTOMATHU3aluW». TWUI HApPYLIUTENIS U
kiace CK3U noimkeH onpenensaThcss B COOTBETCTBHH C TaOJIUIIEH COOTBETCTBUS
TUIOB HapymuTens u kiaacca CK3U

I'pynna BHyTpeHHero Tun HapymureJs Kuaace CK3HU
HAPYUIUTEJIA
I'pynna 1 H2 KC2
I'pymma 2 H3 KC3
I'pymma 3 H3 KC3
I'pynma 4 H3 KC3
I'pynma 5 H3 KC3
I'pynma 6 H3 KC3
I'pynna 7 HS5 KB2
I'pynma 8 H4 KBI1

Buemnuit Hapymmutens otHocuTcs K Tunty H1. Tlpu atom, ecniu on o0nagaer
BO3MOKHOCTSIMHU T10 CO3/IaHUIO0 CIIOCOOOB U TMOJTOTOBKM aTaK, aHAJOTUYHBIMU
COOTBETCTBYIOIIMM BO3MOXHOCTSIM BHYTpeHHero Hapymutens tuna H1 (3a
HCKJIIOYEHUEM BO3MOKHOCTEW, MPEIOCTaBIIEMbIX MNpPEObIBAHUEM B MOMEHT




aTakl B KOHTPOJUPYEMOW 30HE), TO OTOT HAPYIIUTENbh TakXke OyaeT
0003HayaThCs Kak HapymuTenb Tuna H1.

8. AkTyasibHble Yrpo3bl 0€30IaCHOCTH TEPCOHAJBHBLIX [AHHBIX B
HUH(GOPMAIMOHHBIX CHCTEMAX NEPCOHAIbHBIX JAHHBIX
Jlnist BBISIBIIEHUS U3 BCEro nepeyHst yrpo3 Oe3omnacHoctu I1J{H akTyanbHBIX Aiis
HCII/IH ouieHUBAKOTCS JIBA MOKA3aTEIIS

e ypoBeHb ucxoaHou 3amumeHHoctu UCITIH;

® 4acToTa (BEpOSITHOCTD) pean3allii pacCMaTPUBAEMOM YIPO3HI.

8.1.YpoBeHb  HCXOJHOW  3aIIMUIIEHHOCTH  HWHGOPMAIMOHHOW  CUCTEMBI

MEPCOHAJIBHBIX TAHHBIX

ITon  ypoBHem wucxomnou  3amumieHHoctd  HCII[IH  noHumaercs
0000IIIEHHBIN MOKa3aTeNb, 3aBUCAIIUNA OT TEXHHUYECKUX U IKCIUTyaTallMOHHBIX
xapakrepuctuk UCIIH.

[Tpunumaercsi, uyro WMCII[IH uMeeT BBICOKUW YpPOBEHb HMCXOJHOM
3amuiIeHHocTH, ecnu He MeHee 70% xapakrepuctuk UCIIIH cOOTBETCTBYIOT
YPOBHIO «BBICOKHI», @ OCTaJIbHBIC YPOBHIO «CPEIHUI.

B cnyuae, ecnu He menee 70% xapaxkrepuctuk HWCIIJIH oTHOcUTCS K
YPOBHIO «HE HHUIXKE CPEIHEro», a OCTAJIbHBIE K YPOBHIO «HU3KUW», TO
ucxonHas samuiieHHocth MCII[IH Oyaer cpeanero ypoBHs. Bo Bcex
octasbHBIX ciaydasx MCII/In OyaeT uMeTh HU3KHU YpPOBEHB 3allIUIIICHHOCTH.
8.2.0mpejenenne akTyaabHbIX YTPO3 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
JIist OlleHKHM YpOBHS HMCXOAHOW 3alllMIIEHHOCTH BBOJUTCSA KOI(PGUIIUEHT
MCXOJIHOM 3alIUIIEHHOCTH Y 1, KOTOpPBIN MOYKET MPUHUMATh 3HAUCHHUS:

0 — 11 BBICOKOM CTENEHH UCXOAHOU 3aIIUIEHHOCTH;

S — I CpeAHEN CTETIEHU UCXOTHOM 3alUIIIEHHOCTH;

10 — o1t HU3KOI CTEIIEHN MCXOIHOM 3aIUIIIEHHOCTH.

CrnenyromuM mnapaMmeTpoM, HEOOXOAUMBIM JIJISl OTIPEIEIICHHS aKTyaJIbHOCTH
yrpo3  OeszomacHoctu II/H, sBasercss dyacrota (WM BEPOSTHOCTDH)
pealn3aluy yrpo3bl, MOJ KOTOPOM NOHMMAETCS OIPEACICHHBINM JKCIEPTHBIM
IIyTEM IIOKAa3aTeNlb, XapaKTEPU3YIOIINN BEPOSTHOCTh PEAU3ALUN KOHKPETHOU
yrpo3sl  OezonmacHoctu [I[ln mms UCII[lH B peanbHBIX YCIOBUSAX €€
(bYHKITMOHUPOBAHMS.

e BBoaurcs yeThipe 3HAUYEHUS ATOTO TMOKas3aTens, 0003HAYaeMoro Kak Y2:
MaJOBEPOSITHO —  OTCYTCTBYIOT OOBEKTHBHBIC TPEANOCBUIKH IS
OCYLIECTBIICHUS]  YIpo3bl (HampUMEp, yrpo3a XHUILIEHUS HOCHUTENEH
nHGOPMAIINH JIMIIAMH, HE WMEIOIIMMH JIETATBHOTO JIOCTYMA B MOMEMICHHE,
i€ TIOCTICTHUE XPAHITCS);

® HH3Kas BEPOSITHOCTb — 00bEKTUBHBIEC MPEIMOCHUIKH JIJISl PEaTU3ali yTPO3bl
CYIIECTBYIOT, HO TMPHUHATBIE MEpPbl CYLIECTBEHHO 3aTPyIHSIOT €€
peanuzanuio (HampuUMep, HCMIOJIb30BaHbl COOTBETCTBYIOIIME CpPENICTBA
3alUTHl UHPOPMAITUN );



® CpeIHSS BEPOSTHOCTh — OOBEKTHBHBIE MPEANOCHUIKU [JIs peanu3aliuu
yIpo3bl CYIIECTBYIOT, HO MPUHATHIE MePhI oOecnieueHus: Oe3omnacHocT [1/1H

HEJIOCTATOYHBIL;
® BBICOKas BEPOSTHOCTD — 00bEKTUBHBIC MPEANOCHUIKI TUISt

peanu3aiu yrpo3bl CyIIeCTBYIOT U MEPhI M0 00ECIEeUeHNI0 OE30MacHOCTH

IT/IH HE IPUHATHI.

JlaHHBIN MOKA3aTENb MPUHUMAET CIEAYIOIIUE 3HAUYCHUS:

0 — 111 ManoBEPOSATHOMN Yrpo3bl;

2 — 7Sl HU3KOM BEPOSITHOCTH yTPO3bI;

5 — 15 cpeiHeil BEpOSITHOCTH YTPO3bI;

10 — 171 BBICOKOM BEPOSTHOCTH YTPO3BI.

Ucnonb3ys 3HaueHWs TPUBEACHHBIX BbIIE TMokazatened Y1 u Y2,
BBIYUCIISIETCS.  KOA(DPUIMEHT peaTu3yeMOCTH yrpo3bl Y, OmpeaeseMblid
cootHomenueM Y = (Y1+Y2)/20. B 3aBucuMOCTH OT CBOEro 3HAYCHUS ATOT
KO3 PUIIMEHT MPUHUMAET 3HAUYCHHUS:

0 <Y <0,3 — peanuzyemMocTb yrpo3bl MpU3HAETCS HUZKOM;

0,3 <Y <0,6 — peann3zyeMOCTh yrpo3bl IPUZHACTCS CPEIHEN;

0,6 <Y <0,8 — peanuzyeMoCTh Yrpo3bl TPU3HAETCS BHICOKOMU;

Y > 0,8 — peanuzyemMocTb Yrpo3bl IPU3HAETCS OYE€Hb BHICOKOM.

Janee paercs oleHka omnacHocTd Kaxiaoud yrpossl [[JIn nma UCIIH.
JlaHHasi OlLIEHKAa HOCHUT JKCHEPTHBIA XapakTep W MOJydaeTcs MyTeM OIlpoca
AKCTIEPTOB B 00J1acTH 0€30MacHOCTH HH(GOPMAIIUH.

JlaHHasi OlIeHKa UMEET TPU 3HAUYCHMUS

HU3Kas OINACHOCTh — €CJIM peaau3alus yrpo3bl MOMXKET MPUBECTH K
HE3HAYMTEJIbHBIM HETAaTHBHBIM MOCIEACTBUSIM 1 cyObekToB [1/1H;

CpeIHssl OMAacHOCTb — €CIIM pean3alus Yrpo3bl MOXET TMPUBECTH K
HETaTUBHBIM IOCEACTBUSIM 11l CyObekToB I1]1H;

BBICOKAasi OMACHOCTh — €CIIM peaju3alys yrpo3bl MOXKET MPUBECTH K
3HAYMTEJIbHBIM HETAaTUBHBIM ITOCIEACTBHAM 7151 CyObekTOB [1/]H.

ITocne mpocuera Bcex MoKaszaTesie MPOU3BOAMTCSA OILIEHKAa aKTyaJbHOCTH
Kaxo0i yrpo3sl 0e3onacHoctu [11n mpu ux o6paborke B MCIIIH ucxons u3
MaTpHIIbl, IPUBEICHHAS B TAOTUIIE:

PeanuszyemocTb Iloka3aTesb OIACHOCTH YIPO3bI
YIPO3bI Huszkasn Cpennsist Boicokast
Huskas Heaxryanbnas HeaxryanpHas AKTyaJlbHast
Cpennsis Heaxryanbnas AKTyanpHas AKTyanbHas
Bricokas AKTyanpHas AKTyanpHas AKTyanbHas
OueHb BbICOKAs AKTyalibHas AKTyaJIbHast AKTyallbHast

Ha ocHoBaHMM MOJNIOKEHUM MOJIENIH YTPO3, MOJICNIA HAPYIIUTENS, JAHHBIX 00
ucxonnot 3ammmenHoctu UCIAn (Y1), koadduuuente peanuzyemMoctu
yrpo3sl (Y), BepoaTHOCTH ee peanusarnuu (Y2), a Takke IKCIEPTHOW OIEHKHU



OIMIaCHOCTHU

yTpO3Hl,

onpeensieTcs

aKTyaJIbHOCTb

6e3onacnoctu [1/1H, o6padbatsiBaembix B UCITIH:

KaXX 101

yTPO3bI

Ne
n/n

Yrpo3a 6ezonacHocTi
I In

BeposiTHOCTB
peajmn3anum
YIPO3bI

Koadppuunent
peayn3yeMocTH
YIpo3sl

Onenka
OMaCHOCTH
Yrpo3sl

Onenka
aKTyaﬂbHOCTH
Yrpo3sl

Pasriamenne,  mepenaya
WIH yTpata aTpuOyTOB
pasrpaHUueHUs] JOCTyma K
NCIu

5

0,75

Cpenmsist

aKTyaJibHas

Hapymienue TpaBHII
XpaHeHHs aTprOyTOB
pasrpaHHYeHUs. OCTYyMma K
UCIIdu

0,75

Huskas

aKTyaJibHas

Hecoobmenne o ¢akrax
yTpaThl, KOMIIPOMETAIIUH
aTpuOYTOB pa3rpaHUUYCHUS
noctyna k UCTTIn

10

Bricokas

aKTyaJibHas

BHeﬂpeHHe arcHTOB B
YHUCJIO MEPCOHATIAa CUCTEMbI

0,5

Bricokas

aKTyaJibHas

HecaHKIIMOHUPOBAHHBII
3aMyCK  TEXHOJNOTMYECKHX
MPOrPaMM, CITIOCOOHBIX MPHU
HEKOMIICTCHTHOM
HUCIIOJIb30BAHUU BHBI3bIBATH
HOTEPIO
PpaboTOCIOCOOHOCTH
CHCTEMBI WIH
OCYILECTBIISIOLINX
HeoOpaTUMble U3MEHEHHS B
cucreme ((opMaTHpOBaHHUE
WIM  PECTPYKTYPH3ALHIO
HOcHTeNlel  MH(pOopMaLuH,
yJaJeHue JaHHbIX U T.I1.)

0,6

Bricokas

aKTyaJIbHasl

BBox ommO0YHbIX JaHHBIX

10

Huskas

aKTyaJlbHas

JeicTBust ~ COTPYIHUKOB,
MIPUBOAALINE K
YaCTUYHOMY HJIH TIOJTHOMY
OTKa3y  CHCTEMBl WU
HapyLIEHHUIO
paboTocnocobHOCTH
annapaTHbBIX WIn
MIPOrPaMMHBIX CPEICTB

0,75

Bricokas

aKTyaJIbHas

UrnopupoBanue
OpraHN3aIOHHBIX
OTPAHUYEHUI
(ycTaHOBIIEHHBIX
mpu padore ¢ I1]]

TIPaB)

10

Cpennsis

aKTyaJIbHas

®uznyeckoe  paspylIcHUE
WIN BBIBOA M3 CTPOSI BCEX
WIN OTIEIbHBIX Hamboiee
BaXXHBIX KOMITOHEHTOB
NCIIx

0,5

Bricokas

aKTyaJIbHas

10.

3aKymKkd HECOBEPIICHHBIX,
ycTapeBIINX Wi
HETIEPCIEKTUBHBIX CPEICTB
nHpopMaTH3amn u
nH(pOpManOHHBIX
TEXHOJIOT Mt

0,5

Huskas

HEAKTyaJIbHAsA

11.

XumeHue HOCUTENEH
WHPOPMAIINH, COIEPIKAIINX

1A

0,6

Bricokas

aKTyaJIbHasa




12. To Ke, BHELITHUM 2 0,6 Bricokas aKTyaJbHast
HAPYIIHUTEIb

13. | HezakoHHoe  moiydeHHE 5 0,75 Cpenmsist aKTyaJlbHas
naposnei u JIpYyrux
PEKBHU3HUTOB
pasrpaHuueHusl JOCTyna K
UCIIOu

14. To Ke, BHEUTHUMA 2 0,6 Cpenmsist aKTyaJbHast
HapyUIUTEIh

15. HecankunonupoBanHas 5 0,75 Beicokas aKTyajbHas
MOTU(pUKATIHS
MIPOrPaMMHOTO
obecnieyeHust

16. To xKe, BHEITHUN 2 0,6 Bricokas aKTyaJbHast
HapyIIUTEIb

17. ITepexBat I, 0 0,5 Bricokast aKTyaJbHast
nepeaBaeMbIX M0 KaHaiam
CBSI3H

18. To xKe, BHEITHUN 0 0,5 Bricokas aKTyaJbHast
HapyIIUTEIb

19. HecankiinonupoBanHoOe 5 0,75 Cpennsist aKTyalbHast
KOIIMPOBaHUE  HOCHUTEJEH
undopmanmu c I1J]

20. To XKe, BHEIIHHUI 2 0,6 Cpenmsist aKTyajbHas
HapyIIUTEIb

21. Yrenue OCTAaTOYHOM 0 0,5 Hwuskas HeaKTyaJIbHas
uHbopmMauu u3
OIlEpaTUBHOW NaMATH U C
BHEILIHUX 3aIIOMUHAIOLINX
YCTPOWUCTB

22. To xKe, BHELIHUN 0 0,5 Huskas HeaKTyaJlbHast
HapYIIUTEIb

23. | HenpennamepeHnHoe 5 0,75 Huzkas aKTyallbHas
3apaKeHUEe  KOMIbIOTEpa
BHpYyCaMH

24. | IlpemHamepeHHOE 10 1 Huzkas aKTyallbHast
3apaKeHHEe  KOMIbIOTEpa
BHpYyCaMH

25. | BmemarenbCTBO B IPOIIECC 5 0,75 Beicokas aKTyallbHas
(G yHKIIMOHUPOBAHUS
WUCTI[du , cereit oOmiero
MOJNB30BAHUSL  C  LENBIO
HECaHKLIMOHUPOBaHHOU
Moau(UKAIMN TaHHBIX

26. To xKe, BHEIIHUN 2 0,6 Bricokas aKTyalbHas
HapYLIUTEIh

27. | HecaHKIMOHUPOBaHHOE 10 1 Cpenmsist aKTyalbHast
BHEJIPEHUE u
HCIOIb30BaHKE
HEYYTCHHBIX MPOTrPaMM, He
SIBIISTFOIIIX CST
HEOOXOTUMBIMU TUTS
BBIMOJHEHHUS
COTPYIHUKAMHU CBOUX
CITY’)K€OHBIX 00s13aHHOCTEH

28. To xKe, BHEIIHUN 5 0,75 Cpenmsis aKTyalbHast
HapYIIHUTEIb

29. HeymbimuienHoe 2 0,6 Huskas HEaKTyallbHast
TIOBPEXKICHUSI BHELIHUX
KaOCIIbHBIX CHCTEM CBSI3H

30. Bo3HUKHOBEHUE OXKAPOB B 2 0,6 Beicokas aKTyanbHas

HEoCcp eHCTBeHHOﬁ




OMM30CTH K TIOMEIICHUSM,
B KOTOPBIX
obpabateBatoTcss  I1J] w
apxuBam IIJ] pesynbrate

HEHCTIPaBHON
3JIEKTPOTIPOBOIKH,
HEUCMPABHBIX TEXHHICCKHX
CpEICTB, HapyIICHHS
COTPYIHHKAMH TpaBwII
MPOTHUBOIMOXKAPHOI
0e30MacHOCTH
31. Paspymienue 3JIaHUA, 0,5 Bricokas aKTyaJbHas
OTJIENTbHBIX OMEIICHHUH
32. | BozneiictBue 0,75 Huzkas aKTyallbHas
aTMoc(epHOro
JJIEKTPUYECTBA
33. | Bo3HukHOBeHHE 0,6 Huzkas HeaKTyaJlbHast
CTUXHHAHBIX 0YaroB
0XKapoB
34. ABapuu B cucremax 0,75 Huskas aKTyajbHas
SJIEKTPOIIUTAHUS
35. | Hapymenune 0,75 Cpenmsis aKTyalbHas
TEMIEPaTYPHOTO PEKHMa B
IIOMECILICHUAX C
KPUTHYECKUM
00opynoBaHueM
pe3yabTaTe HEeUCTIPABHOCTH
CHCTEM
KOHMLIMOHUPOBAHHS
36. | ABapuu B cucTemMax 0,75 Cpenusist aKTyallbHas
OTOIICHHS u
BOJIOCHA0XKEHUSA B
HETNOCPEACTBEHHOM
ONM30CTH K IIOMELLEHHUSIM,
B KOTOPBIX

obpabateBatorcst  I1JI wu
apxusam I1/]




